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1. PROBLEM OBJECTIVE

“* Security of control systems is
becoming a pivotal concern in critical
national infrastructures.

* ldentify critical nodes for protecting
against cyber-attacks

“ Maintain stability and control
objectives

“* Relate control performance to
protection and attack resources

¢ Attacker and Defender’s resource
allocation

2. SYSTEM DESCRIPTION

“ Consider a multi-agent dynamic
system with n nodes.
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** Let us consider the linear dynamic
system with n

x(t) = Ax(t) + Bu(t)
y = Cx(t)

s We assume linear static feedback is
employed, u(t) = —-Kx(t)

“ The LQR Obijective
J = f T (8)Qx(6) + uT (HRu(D)]dt,

WhereQ = 0,R > 0

_

Systems
Pratishtha Shukla, Alexandra Duel-Hallen and Aranya Chakrabortty

)

1. ATTACK ON SYSTEM

*+ A device attack is an exploit that takes
advantage of a vulnerable device to
gain access to a network.

ATTACK EXAMPLE -
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The communication equipment (e.g.: a
modem) responsible for sending and
receiving data from the controller to the
communication network is attacked including
the local network (e.g.: a VPN or LAN)
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2.. GAME FORMULATION

*» The attacker tries to cause a noticeable
amount of Loss in the system by
iIncreasing the energy of the system.

s With attacker and defender mixed
strategies form the sets A%, D", the
expected payoffs of the players become

E,(r,d) =rUyd"
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foto The utility matrices are

U,=1L _Va(N)
Uj=—-L—y4(N)

“* Where L is Loss matrix formed by

L; = J(K) — J(K;)
Where K; is the structurally optimized
sparse matrix for scenario S;.
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Possible attack scenarios for 2-node system

“*Mixed Strategy Nash Equilibrium
E,(r,d*) = E (r,d"): Vr € A"
Ed(r*, d*) = Ed(r*, d ): vd € D*

Simulation Results
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» As the cost ratio

Expected payoff vs. Cost parameters

varies, the "

expected payoffs of o =

the players change. \;
» Critical pointsis | |

when the attacker’s
payoff becomes 0,
which is when the
cost is high.
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% Obtaining expected payoff at varying
cost ratios, summarizes the cost
dependency.

Utility plot of the attacker for pair of values of y_ and +, Utility plot of the defender for pair of values of y_ and y,
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“+ Axes represent the cost ratios y, and y,.

% Increasing y, implies the attacker would
need to spend more of its resources,
decreasing its attack and increasing E,

% Increasing y, will lead to more use of
defender’s resources.

Y, increases, E, decreases, E, increases
yqincreases, E,; decreases, E, Increases

CONCLUSION
The defender IS able to defend
successfully from “device” attacks given
sufficient resources. The game allows to
place these resources strategically to
save costs and optimize the impact for
any multi-agent network.
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